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MHPOPMALIMOHHASA NAMATKA

OJ19 OBYYARKOLL UXCHA

C kaxaplM rofioM MOIOAEXW B MHTEPHETE CTAaHOBMTHLCS B0sblie, a WKOMbHVKM OHU N3 CaMbIX
aKTWBHbIX Nonb3oBatenei PyHeTa. Mexay TeM, TOMUMO OFPOMHOrMO KONMYecTBa
BO3MOXHOCTEM, MHTEPHET HeceT 1 Npobnembl. 3Ta namsiTka AoNXHa nomoyb Tebe GesonacHo
HaXo4MTbCS B CETMU.

KoMnbloTepHble BUpYChbI

KoMnbloTepHbI BUPYC - 9TO Pa3HOBMAHOCTb KOMMbIOTEPHbBIX MPOrpamMM, OTIMYNTENbHON
0COBEHHOCTBIO KOTOPOW SIBNSIETCS CMOCOOHOCTb K pa3MHOXeHWo. B fononHeHve K aTomy,
BUPYCbl MOTYT NOBPEANTb WM NMOMHOCTBIO YHUUTOXUTb BCe (paifbl U AaHHbIE,
NOAKOHTPO/bHbIE MOMb30BATEN, OT UMEHM KOTOPOro 6bina 3anylleHa 3apaxeHHas
nporpamMma, a TakXxe NoBpeauTb UIN Aaxe YHNYTOXMUTb ONepaLnoHHY0 CUCTEMY CO BCEMU
charinamu B LenoM. B 6onbWMNHCTBE Cy4YaeB pacnpoCTPaHSOTCS BUPYChl Yepe3 UHTEPHET.

MeToAbl 3aWnTbl OT BPELOHOCHbIX NPOrpamm:

1. icnonb3yit coBpeMeHHbIe onepaLmoHHbIE CUCTEMBI, UMEIOLLNE CePbE3HbI YPOBEHb 3alUThI
OT BPELOHOCHbIX NPOrpamm;

2. [MocTosIHHO ycTaHaBnmMBam navyt (LMGpoBble 3annaTku, KOTOpble aBTOMaTUYECKM
yCTaHaBMBalOTCS C Lefbio 0opaboTky Nporpammbl) U pyrve o6HOBNEHNS CBOE
onepaumnoHHo cuctembl. Ckaumeai UX TONbKO C ogouumanbHoro caita paspaboTtumka OC.

1/14



MH(pOpMaLIMOHHaSI namsaTka onsi 06yqaiou1.|/|xcs|

AsTop: AagmuHncTpaTop LUkonbHbIA
25.12.2018 10:19 -

Ecnu cywecTByeT pexuMm aBToMatnyeckoro 06HOBNEHNS, BKOYN €ro;

3. Pabortai Ha cBOeM KOMMbloTepe Mo npasamii NoNb30BaTes, a He aaMUHUCTpaTopa. ITo
HEe NO3BOMMT GONbLWMNHCTBY BPEAOHOCHbIX NPOrpPamMM MHCTaNIMPOBaThLCS Ha TBOEM
MepcoHaibHOM KOMMbIOTEPE;

4. \cnonb3yih aHTUBUPYCHbIE MPOrPaMMHble NPOAYKTbl U3BECTHBIX NPOU3BOANTENEN, C
aBTOMaTNYECKMM 0OHOBNEHMEM 6a3;

5. Ol'paHl/I‘-Ib CDI/I3I/I‘-IGCKI/II7I OOCTyn K KOMMNbOTEPY ONA NOCTOPOHHUX JTNLL,

6. Vicnonb3yii BHELWHNE HOCUTENN MHCpOPMaLIMK, Takue Kak dpnewka, auck nam goann ns
WHTEPHETA, TONbKO M3 NPOBEPEHHbBIX NCTOYHWNKOB;

7. He oTkpbliBaii KOMMbIOTEPHbIE (palifbl, MONYyYEHHbIE U3 HEHAAEXHbIX UCTOYHUKOB. [laxe Te
charinbl, KOTOpblEe NpPUCNan TBOW 3HAKOMbINA. Jlyyle yTOYHW Y Hero, OTNpasnsin n oH Tebe ux.

Cetun WI-FI

Wi-Fi - 870 He BuA nepenayn oaHHbIX, HE TEXHONOrUs, a Bcero nuwb 6pena, mapka. Ewe B
1991 roay HMOepnaHackas koMnaHms 3apeructpuposana 6peHn "WECA", 4to o6o3Ha4ano
cnoBocoyeTaHue "Wireless Fidelity", koTopbli nepeBoanTcs Kak "6ecnpoBoaHas TOYHOCTL".

[0 Hawero BpemeHun gowna gpyras abbpesunartypa, KoTopas SBNseTcs Takon xe
TexHonoruein. 310 abbpesmatypa "Wi-Fi". Takoe HazaBaHue 6bIN0 4AHO C HAMEKOM Ha
cTaHbapT BbiCWen 3BykoBOM TexHUKN Hi-Fi, 4To B nepeBoge o3HayvaeT "BbiICOKAs TOYHOCTb".

Oa, 6ecnnaTHbli WHTEPHET-O0CTYN B Kagoe, 0TeNnax n aspornoprax aBnseTcs OT/INYHON
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BO3MOXXHOCTbO BbIX0Aa B MHTEpPHET. Ho MHOrne akcnepTbl cMTaloT, 4TO 06LWenoCcTynHbIe
Wi-Fi ceTn He aBnaioTca 6e30nacHbIMU.

CoBeTbl N0 6e3onacHocTn paboTbl B 06wenoctynHbix ceTsax Wi-fi:

1. He nepepnaBaii cBOK NU4YHYO MHpopMaumto Yepes obwepnoctynHole Wi-Fi cetn. PaboTtas B
HWUX, XenaTenbHO He BBOAMNTb Naponn AOCTyNa, NOrnHbl U Kakme-To HOMepPa;

2. Vicnonb3yii 1 06HOBNSAI aHTUBUPYCHbIE NPOrpamMmbl M GpaHaMayep. Tem cambiM Thl
obe3onacuwb cebs 0T 3akaykm BUpyca Ha TBOE YyCTPONCTBO;

3. Mpwn ncnonbzosanun Wi-Fi otknoum goyHkumio "O6wunii focTtyn K cpainam n npuHtepam”.
JaHHaa oyHKUMS 3aKkpbiTa No yMONYaHWMO, 0AHaKO HEKOTOpPbIE MONMb30BATENV aKTUBMPYIOT ee
ons ynobcTea ncnonb3oBaHns B pabote unm yyebe;

4. He ncnonb3yin ny6nunyHbin WI-FI ong nepenayn nnyHbIX AaHHbIX, HANpUMEP AN Bbixo4a B
coumanbHble CeTU U B SNEKTPOHHYIO MOYTY;

5. Ncnonb3yii Tonbko 3awuieHHoe coeanHeHune Yyepes HTTPS, a He HTTP, 1.e. npu Habope
Beb-agpeca BBOAM UMeHHO "https:/";

6. B MmobunbHOM TenedoHe oTkNoum doyHkumio "MoaknoyeHne Kk Wi-Fi aBtomaTtuyeckn”. He
[oonyckai aBToMaTM4eckoro NoakntoyeHus yctpoicTea k cetaMm Wi-Fi 6e3 TBoero cornacus.

CouvanbHble cetu

CoumanbHble CeTy akTUBHO BXOOAT B Hally XW3Hb, MHOTVE Noan paboTarT 1 XUBYT TaMm
NOCTOSIHHO, a B Facebook yxe 3apernctprposaH Munanapa 4YenoBek, 4To SBNSeTCS OOHOM
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ceabMoi Bcex XuTenei nnaHeTol. MHOrMe nonb3oBaTeny He NOHUMAKT, YTO NHGOPMALMS,
pasMelleHHas MU B COLMANbHbIX CETSX, MOXET OblTb HaaeHa U UCMONb30BaHa KEM YroLHO,
B TOM 4mc/e He 0b6si3aTeNnbHO ¢ 6naruMm HaMepeHusIMI.

OcHOBHble coBeTbl M0 6€30MacHOCTM B CoLManbHbIX CETSX:

1. OrpaHuyb cnncok apyaei. Y 1ebsi B Apy3bsix HE AONXKHO ObiTb CyYaliHbIX 1 HE3HAKOMbIX
nonen;

2. 3awuuai cBol YacTHY XN3Hb. He ykasbiBai naponu, TenedoHbl, agpeca, aaty TBOEro
POXIEHVS 1 APYryio NMNYHYIO MHGPOPMaLMO. 3M10YMbIWIEHHUKM MOTYT UCMONIb30BaTh AaXe
MHCPOPMaLMIO O TOM, Kak Tbl ¥ TBOU POAUTENN NNAHMPYETE NPOBECTU KAHWKY bl;

3. Bawwuwar cBOI penyTauuio - LepXu ee B YACTOTE 1 3aaasar cebe Bonpoc: xoTen bl Thl,
4T0ObI ApYyre nonb3oBaTeny BUAENN, YTO Thl 3arpyxaews? MNMoaymai, npexae Yem 4To-To
onybnvkoBaTb, HanMcaTb ¥ 3arpy3nThb;

4. Ecnn Tbl rOBOPWLLb C NIOAbMMK, KOTOPbIX HE 3HaElWb, HE UCMONb3yil CBOE peanbHoe UMS 1
LPYryto NINYHYI0 MHAOOPMaLIMK: UMSl, MECTO XMTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N36erai pasmeleHns gootorpadouii B IHTepHeTe, rae Tbl M306paxeH Ha MeCTHOCTH, Mo
KOTOPOW MOXHO OonpenennuTb TBOE MECTOMONOXEHNE;

6. Mpwn perucTpaumm B coumanbHol ceTn Heo6x0ANUMO NCNONb30BaTb CNOXHbIE NAPON,
cocTosiwme 13 6ykB 1 UMMP 1 C KONMYECTBOM 3HAKOB HEe MeHee 8;

7. lna coumanbHOR ceTu, NoYThbl U APYrvMx CanToB HEOOXOAMMO UCMNOb30BaTh Pa3HbIe
naponu. Torga ecnun Tebs B31OMatOT, TO 3N10YMbIWAEHHMKIN NOAyYaT AOCTYN TONbKO K O4HOMY
MEecCTy, a He BO BCe cpaay.
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ONEKTPOHHbIE AEHLIN

ONeKTPOHHbIE AEHbIU - 3TO O4EHb YAO0OHLIA crnocob nnaTexen, 0aHako CyWeCcTBYOT
MOLIEHHWUKW, KOTOPbIE XOTSAT NONYYNTb 3TU OEHbIN.

ONEeKTPOHHbIE AEHbI NOSIBUANCH COBCEM HELABHO Y UMEHHO 13-3a 3TOr0 BO MHOTMUX
rocyoapcTBax Ao CUX Mop He NMPonucaHo Npo HUX B 3aKOHaX.

B Poccum xXe OHU oyHKLIMOHUPYIOT 1 O HUX YK€ NPONMCcaHo B 3aKOHE, rae UX pa3aensioT Ha
HECKO/IbKO BMAOB - aHOHNMHbIE N HE aHOHMMHbIE. PasHuua B TOM, 4TO aHOHUMHbIE - 3TO Te, B
KOTOpPbIX paspellaeTcs NpoBoanTb onepaummn 6e3 naoeHTmgukaumm nonb3osaTens, a B
HeaHOHVNMHbIX MOEHTUMMKALMUS NONb30BaTeNs ABNsieTcs 0653aTeNbHOA.

Takxe cnegyet pa3nnyaTtb 3N1eKTPOHHbIE PMATHbLIE AEHBLIM (PaBHbI FOCYAAPCTBEHHbBIM
BaNOTaM) 1 3NEKTPOHHbIE HedOMATHbIE AEeHbIM (HE PaBHbl FOCY4aPCTBEHHbLIM BanoTaMm).

OcHoBHble coBeTbl Mo 6e3onacHoi paboTe C 3NeKTPOHHLIMM AEHbraMU:

1. MpuBSXK K c4eTy MOBMNbHbIN TENedoH. BTO caMblil yA06HbIA 1 BbICTPbI CNocob
BOCCTAHOBMUTb JOCTYN K cyeTy. MNpuBa3aHHbIi TenedoH NOMOXET, ecnn 3abynelb CBOW
nnaTteXxHbli Napob Uan 3anfellb Ha CalnT C HE3HAKOMOro YCTPONCTBA;

2. Vicnonbayii ogHopasosble naponu. MNocne nepexona Ha ycuieHHyo asTopusauuio Tebe yxe
He OyOeT yrpoXaTtb ONacHOCTb KpaXu Wnu nepexsarta nnatexHoro napons;

3. Bblbepu cnoxHbiin naposnb. MNpectynHukam 6ynet He NPOCTo yrafaTh CNOXHbIA Naposb.
HanexHble naponu - 310 Naponu, KOTopble CoAepXaTt He MeHee 8 3HaKOB 1 BK/OYatOT B cebs
CTPOYHbIE M NPOnUCHbIe BYKBbI, LMMPbI U HECKONBbKO CUMBOJIOB, Takue Kak 3HaK [onnapa,
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doyHTa, BOCKNMUaTeNbHbIA 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NMYHbIE AAHHbIE HA caliTax, KOTOPbIM HE fOBEpPSellb.

ONeKTpoHHas noyta

ONeKTPOHHAs No4Ta - 9T0 TEXHONOrMSA 1 NPefoCTaBNsieMbIe €10 YCYrv NO Nepechbinke n
NONYYEHMIO 3NEKTPOHHbIX COOOLLEHNIA, KOTOPbLIE PacnpenensTCs B KOMMNbIOTEPHON CeTu.
OO6bI4HO 3NEKTPOHHbBIA MNOYTOBLIA AWMK BbIFNSAUT cneayowmm obpasom:
NMSA_NoNb30BaTeNnsa@uMs_anomMeHa. Takxe KpoMe nepenadm npoctoro Tekcra, uMeeTcs
BO3MOXHOCTb nepenasaTb pannbl.

OcHoBHble coBeTbl N0 6e3onacHol paboTe ¢ 3NEKTPOHHOM NOYTOMA:

1. Hapo BbibpaTb NpaBusbHbIA NOYTOBLIA CepBUC. B MHTEpHETE €CTb OrpOMHBbIN BbIGOP
6ecnnaTtHbIX NOYTOBbLIX CEPBMCOB, OAHAKO NyYlle NOBEPSATb TEM, KOrO 3Haelb 1 KTO NepBbii B
penTuHre;

2. He ykasbiBail B NM4HOI No4YTE NMYHYI0 MHGopMaumo. Hanpumep, nydiwe BbibpaTth
"My3blkanbHbl_gpaHat@" nnu "pok2013" emecTto "Temal3";

3. Ncnonb3yi oByxaTanHyto aBTopmusaumio. 9T0 Korga noMMMO Napons Hy>XHO BBOAUTL KOQ,
npucbinaembiii no SMS;

4. Bbibepw CNoXHbI naponb. s kax4oro No4TOBOro silmka AoNXeH ObiTb CBO HaAEXHbIN,
YCTOM4YMBbIA K B3N1OMY NMapo’ib;

5. Ecnu eCcTb BOBMOXHOCTb Hanucartb camMomy CBOW NNYHbIN BOMNpPOC, I/ICI'IOﬂbSyI7I aTy
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BO3MOXHOCTb;

6. Vlcnonb3yin HECKOIbKO MOYTOBbLIX AWMKOB. [1epBbi AN YaCTHOW Nepennuckn ¢ agpecaramu,
KOTOPbIM Thl fOBepsielb. DTO 9NEKTPOHHbIA aApec He HafLo UCMONb30BaTb NPWU perucTpaunm
Ha (popymax u camTax;

7. He oTkpbliBai goaiinbl 1 Apyrue BNOXEHUS B MACbMAX, AAXE €CNV OHU MPULN OT TBOWX
npy3ei. Jlyyie yTo4YHU y HUX, OTNPaBAsNM N oHKU Tebe aTn doaiinbl;

8. MNocne okoH4YaHMs paboTbl HA MOYTOBOM CEPBUCE Nepen 3aKpbITUEM BKNAAKM C CAiTOM He
3abynb HaxaTb Ha "Beiatn".

KnbepbynnuHr nunu BupTyanbHoe U3neBaTenbCTBO

KnbepbynnuHr - npecnenoBaHne coobleHnsmMn, cogepxaluMm ockopbneHuns, arpeccutio,
3anyruBaHue; XynmraHcTBo; coumnanbHoe 60MKoTUPOBaHME C MOMOLLbIO Pa3NYHbIX
NHTEPHET-CepPBM1COB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKnbepbynINHIroMm:

1. He 6pocaiics B 60it. Jlyuwwnii cnocob: nocoBeToBaTbCs kak cebst BECTU U, ECNN HET TOrO, K
KOMY MOXHO 006paTuTbCS, TO BHaYane ycnokomTtbes. Ecnm Tbl HaYHeWb o0TBEYaTb
ocKkopbneHmsMn Ha ockopbeHns, TO TONbKO ele 60nblue PasoXXelb KOH(UKT;

2. YnpaBnsii cBoeit knbeppenyTtaunei;

3. AHOHNMHOCTb B CETU MHUMaS. Cyl.l.l,eCTBy}OT crnocobbl BbIACHNTb, KTO CTOUT 32 aHOHMMHbIM
AdKKayHTOM,
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4. He cTouT BECTW XyNUraHckuii o6pas BMpTyanbHOW Xn3HU. IHTEpHeT domkcnpyeT Bce TBOU
LNENCTBUSA N COXPaHSET ux. Yaanutb nx byneT kpariHe 3aTpyoHUTENbHO;

5. Cobntoaait CBOK BUPTYasbHYO YECTb CMONOAY;

6. ViIrHopupyi eauHWYHbIA Heratue. OLHOPa30Bble 0CKOPOUTENbHbIE COOBLWEHMS NyYLe
nrHopvpoBatb. OBbIYHO arpeccust NnpekpalaeTcs Ha HavanbHoOW cTaanm;

7. BbaH arpeccopa. B nporpamMmmax o6MeHa MrHOBEHHbLIMU COOBLEHUSIMUA, B COLMANbHBIX CETSIX
€CTb BO3MOXHOCTb 6/10KMPOBKU OTNPaBKMN COOBLWEHNIA C ONpeaeneHHbIX aapecos;

8. Ecnu Tbl cBnaeTens knbepbynnuHra. TBom AerAcTBUS: BbICTYNUTb NPOTMB Npecnenosatens,
nokasaTb €My, YTO ero OenCcTBMS OLEHUBAKOTCS HEraTMBHO, MOAAEPXAaTb XEPTBY, KOTOPOW
HY>KHa MCUXONOrnyeckas NnomMoLb, COObWNTb B3POCNbIM O (0aKTe arpecCMBHOrO NoBeaeHUs B
ceTu.

MobunbHblii TenedoH

CoBpeMeHHble cMapTOHbI U NNaHWeTbl cogepxar B cebe BNoMHe B3POCbIA (oyHKUMOHAN, U
Tenepb OHM MOTYT KOHKYpPMpPOBaThb CO CTauMoHapHbIMU KoMnbloTepamn. OgHako, CpeacTs
3awWwmTbl ANs NofobHbIX YCTPONCTB Noka o4eHb Mano. TecTpoBaHme 1 NOUCK YS3BMMOCTEN B
HWX NPOMCXOAMUT HE Tak MHTEHCMBHO, kak ans MK, To xe camoe kacaeTtcs n MOOUNbHBIX
NPUNOXEHNNA.

CoBpeMeHHble MobU/IbHbIE Bpay3epbl y>XKe NPakTUYeCcKn OOrHanm HacToNbHblE aHanoru,
04HaKO paclmpeHne pyHKunMoHana BneyeT 3a coboi 60NblUy0 CNOXHOCTb M MEHbLLYIO
3alWMLWEHHOCTb.
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Janeko He Bce npon3soanTeENN BbiMyCKaroT OGHOB}'IGHVIFI, 3aKkpbiBawowme Kputmndeckmne
yA3BMMOCTHU O14 CBOUX yCTpOVICTB.

OcHoBHble coBeThl Anst 6esonacHocT MOBUILHOIO TenegoHa:

Hwnyero He aBnsetcs no-HacTosLlweMmy H6ecnnaTHbIM. By,D,b OCTOpPOXEH, BeOb Korga Tebe
npenpnararoT 6ecnnaTHbli KOHTEHT, B HEM MOT'yT 6bITb CKpbITbl KaKmne-T1o nnaTtHble YCNYyTru;

Lymaii, npex e yem oTnpasmtb SMS, dooTo nnm Buaeo. Tol TOYHO 3HaeEWb, FAe OHKU ByayT B
KOHe4YHoM utore?

Heob6xoanmMo 06HOBNATL OMEpaLOoHHYO CUCTEMY TBOEro CMapTdooHa;

cnonbayit aHTUBMPYCHbIE MPOrpamMMbl ANt MOBMNbHBIX TENEFOHOB;

He 3arpyxav NnpunoxeHusa oT HEM3BECTHOIO UCTOYHMKA, BEb OHM MOTYT cogepXartb
BpenoHOCHOe nporpamMmHoe obecneyeHue;

[Mocne Toro Kak Tbl BblAewWb C canTa, rae BBOAWI NIMYHYIO MHPOpMaUMIO, 3anamn B HACTPOMKU
bpay3epa u yaanu cookies;

I'Iepvlon,mquKm I'IpOBepﬂVI, Kakune nnaTtHble yCnyrn aktmBmpoBaHbl Ha TBOEM HOMEPE;

[aBait cBoi HOMep MOBUBHOrO TeENegoHa TONbKO NOAAM, KOTOPbLIX Thbl 3HAELWb W KOMY
noBepsiellb;
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Bluetooth nonxeH 6bITb BbIKNOYEH, KOrAa Thl UM He NOMb3yewbces. He 3abbiBai nHor na
NpoBepPsATb 3TO.

Online wvrpsl

CoBpeMEHHbIE OHNANH-UrPbI - 3TO KPACOYHbIE, 3aXBaTbiBAIOWMNE PA3BNEYEHUS,

06 bennHsoWmMe COTHM ThiCSY YENoBEK N0 BceMy Mupy. Vrpokn nccnenyot AaHHbIn UM Myp,
obwarTca opyr ¢ ApyroM, BbINONHSIOT 3a4aHUS, CPaxatTCs C MOHCTPaMM 1 MNONyYaroT OnbIT.
3a yooBONbCTBME OHM NNATAT: NOKYNaloT ANCK, ONnaymBaoT aboHeMeHT nnun npuobpeTtatoT
Kakune-To onumu.

Bce aTn cpenctea uayT Ha noanepXaHue u pasBuMTUE Urpbl, a TakXe Ha caMy 6e30MacHOCTb:
COBEPLIEHCTBYIOTCS CUCTEMbI aBTOPM3ALIMK, BbINYCKAKOTCS HOBbIE NaTyu (LMGPOBbIE 3annaTku
015 NPOrpamM), 3aKpblBaOTCS YSI3BUMOCTW CEPBEPOB.

B nonobHbIx nrpax CtomT onacatbCs He CTOJIbKO CBOUX COMNMEPHUNKOB, CKOJIbKO KpaXwn TBoero
napons, Ha KOTOpoOM OCHOBAHa CUCTeMa aBTopu3aunm HonbluMHCTBA urp.

OcHoBHble coBeTbl Mo 6e30MacHOCTI TBOErO MIPOBOro akkayHTa:

1. Ecnu gpyroit nrpok Benet cebs nnoxo unu cosgaet Tebe HeENpPUSTHOCTK, 3abNoKMpyin ero B
CMNCKE UIPOKOB;

2. I'onany|7|csl agMUHUCTPAaTopaM Urpbl Ha Nnoxoe nosegeHmMme aToro Mrpoka, XenartesbHo
NPUNOXNTb Kakne-T1o nokKkasaTtenbCTBa B Buaoe CKPUHOB;

3. He ykasbiBait nuyHyto nHopmauuo B npodpansne urpsbi;
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4. YBaxan gpyrux y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBai HeopuumanbHble natyv 1 Mobl;

6. VIcnonb3yin CNOXHbIE U pasHble Naponu;

7. [laxe BO BPEMSI UTPbl HE CTOMT OTKNItOYATb aHTUBUPYC. [oka Tbl Urpaelb, TBOV KOMMNbIOTEP
MOryT 3apasunTb.

DUWNHT K KpaXa NnMYHbIX OaHHbIX

OO6blYHO Kpaxei aeHer N NOKYMEHTOB CEerofHs yXe HUKOro He yaMBUIb, HO C PasBUTUEM
NHTEPHET-TEXHONOI NI 3N10YMbIWIEHHUKN NMEPEMECTUNNCH B MHTEPHET, U NPOL0XaT
3aHMMaTbcs "nobuMbIM" 0ENoM.

Tak nosisnnacb HoBas yrpo3a: UHTEePHET-MOLWEHHNYECTBA N PUWIKHT, rNaBHas Lesb
KOTOPOro COCTOUT B NONyYEHMM KOH(PUAEHUMANbHbIX AAHHbLIX NONb30BaTENEN - NOTMHOB U
naponei. Ha aHrnuiickom a3bike phishing untaetcs kak douwnmHr (ot fishing - pbibHas noens,
password - napornb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLMHIOM:

1. Cneam 3a cBOMM akkayHToM. Ecnv Tbl noao3peBaellb, 4TO TBOS aHKeTa Obina B3/ioMaHa, T0
HeobxoanmMo 3abnokupoBaTh ee U CoobWMTb agMUHMCTPaTopam pecypca 06 9TOM Kak MOXHO
cKopee;

2. Nicnonb3yii 6e3onacHble Beb-caiThbl, B TOM YUCIE, UHTEPHET-Mara3nHoB U MOUCKOBbIX
CUCTEM;
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3. Uicnonbayii cnoxHble 1 pasHble naponu. Takum o6pasom, ecnu 1ebsi B3nomaroT, 10
3/10yMbIWNEHHMKIM NONyYaT AOCTYN TONbKO K OLHOMY TBOEMY MPOCOUI0 B CETH, a HE KO BCEM,;

4. Ecnn Tebst B3nomanu, To Heob6xoanMMo NpenynpeamTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobaeneHbl y Tebsi B Apy3bsix, 0 TOM, YTO Tebsl B3loManu u, BO3MOXHO, OT TBOEr0 UMEHW
OyneT paccbinaTbCs Crnam M CCbIIKM HAa COUWNHIOBbIE CaNTbI;

5. YctaHoBu HanexHbln naponb (PIN) Ha MOBUNbHIA TenedoH;

6. OTK/Io4YN coxpaHeHmne napons B 6paysepe;

7. He oTkpbiBai thanbl n Apyrne BNOXEHNS B MMCbMaXx, Aaxe eCnv OHW NPULWAN OT TBOMX
npy3eit. Jlydle yTOYHN Y HUX, OTNPaBNSNn N OHW Tebe 3Tn chaiinbl.

Lingposas penytauus

LingopoBasi penytauus - 9T0 HeratMeHast Unv nos3nMTMBHas UHdopmauus B cetu o Tebe.
KomnpomeTupytowas nHgpopmaums, pa3MelleHHas B MHTEPHETE, MOXET CEPbE3HbIM 06pasom
OTPasnTbCs Ha TBOEWN pearnbHOM Xu3Hu. "Lindposas penytaums” - aTo TBOM MMULX, KOTOPbIA
hopMUpyeTcs 13 nHpopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XUTENbCTBA, y4ebbl, TBOE PMHAHCOBOE MOMOXEHNE, 0COBEHHOCTUN XapakTepa u
pacckasbl 0 6113KKMX - BCE 9TO HakanmBaeTcs B CETU.

MHorve noapocTKN NErkoMbICIEHHO OTHOCSTCS K Nybnnkaumm nMYyHo nHgopmaumm B
NHTepHeTe, He NOHUMas BO3MOXHbIX NOCNeACTBUA. Thl AaXe He CMOXELb A0rafatbCs O TOM,
4TO poTOrpadoms, pasmelleHHas 5 neT Hasa, ctana NPMYMHON 0TKa3a NPUHSATL Tebs Ha
paboTy.
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KommeHTapum, pasmelueHne TBoux cooTorpadonii u opyrue LencTBms MOryT He NCHE3HYThb
Laxe nocne Toro, Kak Tbl MX yaanuib. Tbl HE 3HaelWb, KTO COXPaHUN 3Ty MHPOPMALIMIO,
nonana nv oHa B NMOWCKOBbIE CUCTEMbI M COXPAHUNACh N OHA, a FMaBHOE: YTO NOLYMAaIOT O
Tebe okpyxarowune nam, KoTopble HanayT 1 yBuasaT ato. Hatm nHdpopmaumnio MHOro net
cnycTs cMoXeT NMtoboit - Kak 13 [obpbix NOOYXAeHWIA, Tak U C HAMEPEHVEM NPUYNHUTD BPEA.
9710 MOXET BbITb KTO YrogHO.

OcCHOBHbIE COBETbI MO 3alMTE LMGIPOBOI penyTauun:

1. Mogaymaii, npex e 4em 4To-TO Nyb6nMKoBaThb M NnepenaBathb y cebs B 6nore unu B
couunanbHOM ceTu;

2. B HacTpoiikax npodounnst ycTaHOBM OrpaHnyYeHns Ha NPOCMOTP TBOEro Npodouns n ero

AL

coAepXunmoro, caenan ero ToNbKo "ans gpysen”;

3. He pasmelwaii 1 He ykasbiBai MHGOpPMaLMIO, KOTopast MOXET KOro-nnmbo ockopbnsite nam
obuxarb.

ABTOpCKOE npaso

CoBpeMeHHbIE WKONbHWKM - aKTUBHbIE NONIb30BaTENUN LMEPOBOro npoctpaHcTea. OaHako
LANEKO He BCE 3HAIOT, 4TO MOb30BAHME MHOTMMI BO3MOXHOCTAMU LKpPOBOro mmpa tpebyet
cobnoaeHns Npae Ha UHTENNEeKTyanbHy0 COBCTBEHHOCTD.

TepMuH "MHTeNnnekTyanbHas CoBCTBEHHOCTb" OTHOCUTCS K Pa3/INYHbIM TBOPEHUSM
4eNOBEYECKOro ymMa, HaunHas ¢ HOBbIX N3006peTEHNIA N 3HaKOB, 0603HavarWmMx COBCTBEHHOCTb
Ha NPOAOYKTbl U YCNYyru, N 3aKkaHynBas KHUramun, potorpagousamm, KWHounbmMamm n
My3blKanbHbIMX MPON3BEAEHNAMN.
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ABTOpCKME MpaBa - 3T0 NpaBa Ha MHTENNEKTyaNbHY0 COOCTBEHHOCTb Ha NPOV3BEAEHNS
Hayku, nuTepaTypbl U UCKycCTBa. ABTOPCKME Npasa BbICTYNalOT B KAYeCTBE rapaHTun Toro,
4TO MHTENNEKTyaNbHbIA/TBOPYECKMWA TPy A aBTopa He byneT HanpacHbIM, 4acT eMy
cnpaBennBbIE BO3MOXHOCTM 3apaboTatb Ha pe3ynbTaTax CBOEro Tpyaa, nonyynTb
N3BECTHOCTb U NpuaHaHne. HUKTo 6e3 paspelleHunst aBTopa He MOXET BOCMPON3BOANTb Ero
npounsseneHne, pacnpocTpaHaTb, Ny6IMYHO OEMOHCTPUPOBATL, NPOAABaTh, UMNOPTUPOBATD,
nyckaTtb B NpokaTt, Ny6nMYHO UCMONHATL, NOKa3blBaTb/UCMONHATL B 3UPE UK pas3Mellatb B
NHTepHerTe.

Ncnonb3oBaHue "nupaTtckoro” nporpaMMHoro obecneyeHns MoXeT NPUBECTU K MHOMUM
prckaMm: 0T NOTepu LaHHbIX K TBOMM akkayHTam [0 6M0KMPOBKM TBOEro yCTPOWCTBa, rae
yCTaHOBNEHa HeneranbHas nporpamMma. He cTomT Takxe 3abbiBaTb, YTO CYLECTBYIOT
neranbHble 1 6ecnnatHble NPOrpaMmbl, KOTOPbIE MOXXHO HaNTK B CETH.

O noptane

CeTeBUYOK.p - TBOW rNaBHbIA COBETHMK B CETU. 3AEChb Thl MOXELWb y3HaTb 0 6€30MacHOCTA B
CETU MOHATHBIM U OOCTYMHbIM S3bIKOM, & NPU BO3HUKHOBEHUN KPUTUYECKON CcUTyaunm
06paTUTbCS 3a COBETOM. A Tak>Xe NPUHATb y4acTme B KOHKYpCax U CTaTb caMblM LUMAPPOBbLIM
rpaxaaHnHom!
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